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Introduction

Introduction to Software Security

Protecting the confidentiality of information manipulated by
computing systems is a long standing yet increasingly important
problem. There is little assurance that current computing systems
protect data confidentiality and integrity. - Myers (FM for Security)
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Introduction to Software Security

Protecting the confidentiality of information manipulated by
computing systems is a long standing yet increasingly important
problem. There is little assurance that current computing systems
protect data confidentiality and integrity. - Myers (FM for Security)

Access Control

/ allowed
\ AC Ref Monitor ‘

access type denied

Limitation: Does NOT address end-to-end security.
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Noninterference [GM82]

@ Addresses end-to-end security.

e M=(Q,S,1,0,6,0,5s0) - (s.c)
§:Qx(SxI)—-Q, ©
0:QxS— 0.
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Noninterference [GM82]

@ Addresses end-to-end security.

e M=(Q,S,1,0,6,0,5s0) - (s.c)
§:Qx(SxI)—-Q, ©
0:QxS— 0.

S1 noninterferes with So

for all s € Sy, 0(8(s0, W), 8) = 0(8(s0, purgeg, (w)), s).
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Noninteference

Verifying Noninterference = Reachability Check

/\/IS1 S, = (Q X Q, S, I, O, 5/, O/, (So, S()))

' _ [ (6(t,(s. @), ) ifseS
o). (s.2)) = { (5(1‘1»(533)),(52(1‘2, (s,a))) otherwi1se

o'((t1, &2),s) = (o(t, s), o(ta, 5))
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Noninteference

Verifying Noninterference = Reachability Check

/\/IS1 S, = (Q X Q, S, I, O, 5/, O/, (So, So))

' _ [ (6(t,(s. @), ) ifseS
o). (s.2)) = { (5(1‘1»(533)),(52(1‘2, (s,a))) otherwi1se

o'((t1, &2),s) = (o(t, s), o(ta, 5))

iff for all reachable states (ti, t2) of Mg, s,,
o' ((t1,t2),8) = (01,02) = 0y = 02 forall s € S5.

Decidable for finite state systems.
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Noninteference
Generalized Noninterference - GNI

Limitation: Non-determinism for interrupts and concurrency.
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Noninteference
Generalized Noninterference - GNI

Limitation: Non-determinism for interrupts and concurrency.

McCullough’87

S foan S2iff Vs e So Yw e (Sx I)* Ve e (Sy x ),
0(8(s0, w), s) = 0(6(sp, W - ¢), 5).
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Noninteference
Generalized Noninterference - GNI

Limitation: Non-determinism for interrupts and concurrency.

McCullough’87

S foan S2iff Vs e So Yw e (Sx I)* Ve e (Sy x ),
0(8(s0, w), s) = 0(6(sp, W - ¢), 5).

@ Event Systems: (E,,O,L)
LOCEINO=0,LCE"
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Noninteference
Generalized Noninterference - GNI

Limitation: Non-determinism for interrupts and concurrency.

McCullough’87

S foan S2iff Vs e So Yw e (Sx I)* Ve e (Sy x ),
0(8(s0, w), s) = 0(6(sp, W - ¢), 5).

@ Event Systems: (E,,O,L)
LOCE,INO=0,LCE".

@ Assume security levels: L < H.

o Vt1,t2,f3 € E*

((t1-e € L A3 TE\(HA)y= t2 TE\(HA1) =
Ats € E*.(t.ta € L A ta TLu(Hn)= B3 TLU(HNI))
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Noninteference

Variants of Noninterference

Noninference (NF) [ZL97]
Vit e L, L€ L.
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Noninteference

Variants of Noninterference

Noninference (NF) [ZL97]
Vit e L, L€ L.

Separability (SEP) [McL94]
Vr,7 € L, interleaving(t [y, 7 1) C L.
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Noninteference

Variants of Noninterference

Noninference (NF) [ZL97]
Vit e L, L€ L.

Separability (SEP) [McL94]
Vr,7 € L, interleaving(t [y, 7 1) C L.

Non Deducibility for Ul C | (NDO) [GN88]

Vi, to € L,Yt € E”,
(tte=t T AtThunun= t2 THunur) = t € L.
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Noninteference

An example

Alice wants to change her PIN.

SendEncPIN o~ EncRepl

O

C

GenPIN

SendEncPIN EncRepl

- O O

Noninference holds.
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Noninteference

An example

Alice wants to change her PIN.

SendEncPIN EncRepl

O O

GenPIN

SendEncPIN

- O

Noninference violated.
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BSPs

Basic Security Predicates (BSPs) [Mantel'00]

@ BSP w.rtaview=(V,N,C).

@ BSPR
Vrel,= 37, ' lc=entlv=1"lv

@ BSPD

YceC,
YacBe L ABlc=e= B, B e, ha=nya AB=np
@ BSP |

VYceC,
Vopel = /B a/cf el A a=na AB=np.

13 BSPs
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Information Flow Properties and BSPs

Let H = (L,0,H),and HI = (L,H\ ,HN ).
GNI(E) & BSDy;(E) A BSly 7 (E).

NDO(E) & BSDy(E) A BSIAL/(E).

NF(E) & Ry(E).

SEP(E) & BSDy(E) A BSIAS(E).
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Model Checking BSPs

@ For finite state systems, decidable [DKS’05].
@ For pushdown systems (PDS), undecidable.

@ Information flow properties for PDS, undecidable [To be
submitted]
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Undecidability for PDS

Recall NF(E) © Ry.

Emptiness Problem of Turing Machines to PDS satisfying NF.
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Undecidability for PDS

Recall NF(E) © Ry.
Emptiness Problem of Turing Machines to PDS satisfying NF.
Configuration sequence is encoded on {vq, vo}.

Given a TM M, let L be the prefix closure of L1 U L,
Ly ={c-enc(#x1#x2---xn#) | X is a starting configuration,
Xp is an accepting configuration}

Lo = {enc(#x1#X2 - - - Xn#) | X1 is a starting configuration,
Xp is an accepting configuration,
exists i : xj ~ Xj;1 invalid transition}
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Undecidability for PDS

Recall NF(E) © Ry.
Emptiness Problem of Turing Machines to PDS satisfying NF.
Configuration sequence is encoded on {vq, vo}.

Given a TM M, let L be the prefix closure of L1 U L,
Ly ={c-enc(#x1#x2---xn#) | X is a starting configuration,
Xp is an accepting configuration}

Lo = {enc(#x1#X2 - - - Xn#) | X1 is a starting configuration,
Xp is an accepting configuration,
exists i : xj ~ Xj;1 invalid transition}

L satisfies NF iff L(M) = 0.
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Results
Weak Non-Inference

e WN

Vrel, tlc=e=>3Iel, tly=71Tv A 1lc#7 |c.
@ Undecidable for finite state systems.
@ PCP has a solution iff Tp does not satisfy WNI.
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Results

Logic Characterization for BSPs

@ WNI not definable with BSPs.
@ |V| =|C| = 1: decidable for PDS - reduced to PA
@ Natural: FO—(-, ) is undecidable.
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Conclusion
Summary and Future Work

@ Model-Checking noninterference and its variants for PDS is
undecidable.

@ Attempted logic characterization for BSPs is undecidable.

For Future

@ Decidable Logic characterization of noninterference and its
variants.

@ Static / Dynamic analysis of programs for refined
noninterference.
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Conclusion

Thank You
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